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YACTHAA MOJE/b YITPO3

GesonacHoOCTM NepcoHanbHbIX 4aHHLIX NpU UX 06paboTke B MHGOpPMaLMOHHOM
cucTeme NepcoHabHbIX AaHHbIX «YNPaBAAIOWan OpraHM3aLua»

ropopg Yenabuxck 2025 rog,
Pasgen I. OBLLME NOMIOXKEHMA

1. Hactoswwmit AOKYMEHT NOAroTOBAEH B paMKaX peanusauum MEPONPUATUIA, YTBEPKAEHHbIX
«Monutukoit B OTHOWeHUM 06PabOTKM M 3aLUUTBI MEPCOHANBHBIX OaHHbIX», YTBEPHKAEHHOro
aupexktopom 01.12.2025 roaa.

2. YactHas mogenb yrpos 6esonacHocTu (ganee no Tekcty — Mogenb Yyrpo3) nepcoHanbHbIxX
AaHHbIX (panee — MAH) npu ux 06paboTke B MHMOPMALMOHHBIX CUCTEMAX nepcoHanbHbixX
AaHHbIX (ganee — WUCMAOH) yTeeppaercs AVPEKTOPOM U ABNAETCA BHYTPEHHUM
NIOKa/IbHbIM HOpMaTuBHbIM ~ akKTom ObllecTBa € OrpaHMYEHHOM OTBETCTBEHHOCTbIO «YK
«[lomoynpas-Cepsuc» (aanee no tekcry — ObwecTso).

3. Hactoswas Mogene yrpo3s onpegenser nepeyeHb yrpo3 ana UCMAH Nel «Ynpasnswollas
OpraHM3auuaA» U UX aKTyaNIbHOCTb.

4. [laHHaa Mogenb yrpos yuuTbiBaeTca npw onpegeneHnn HeobxoAUMOro ypoBHA
3aLLMLLEHHOCTM NePCoHabHbIX AaHHbIX, 0bpabaThiBaembix 8 UCMAH Nol ObwecTsa.

5. Mogenb yrpo3 moKeT bbiTh NepecmoTpeHa:

- MO pelleHnio KomuUCCUM NO nepcoHasbHbIM faHHbIM OBLLECTBa Ha OCHOBE nepMoaunyecku
MPOBOAMMBIX aHanM3a U OUEHKM Yrpo3 6e30nacHOCTM MepPCOHAaNbHbLIX AaHHBIX C Y4eToM
ocobeHHoCTEN 1 (UK) U3MeHeHUt AaHHOI MHPOPMALUOHHOIN CUCTEMBI;

- B C/Iy4a€ USMEHEHMA B COCTaBe M TePPUTOPUANLHOM PaCMOOKEHUM TEXHUYECKMX CPeACcTB
WCIMAn Nel;

- M0 pe3synbTaTtam MeponpuATIiA N0 KOHTPOAIO 33 BbIMNOJIHEHUeM TpeboBaHMit K oBecneyeHuio
BesonacHocTy NepcoHanbHbIX AaHHBIX NpK 1x 06paboTke B MHPOPMALMOHHOI cucTeme.



6. YactHas mopenb yrpo3 6e30nacHOCTM MEepPCOHaNnbHbIX AaHHbIX, obpabaTtbiBaembix B MCMNAH
Nel «Ynpasnsawwas opraHusauma» paspabotaHa c yd4etom TpeboBaHWit CaeayoLLMX
3aKOHOL4ATeNbHbIX aKTOB U HOPMATUBHO-METOANYECKUX AOKYMEHTOB!

- ®epepanbHbiii 3akoH oT 01.01.2001 roga «O nepcoHanbHbIX JaHHBIXY.

- MocTtaHoeneHue Mpasutenscrsa Poccuiickoit Pepgepauun ot 1 Hoabpa 2012 roga Ne 000 «06
yTBepxAeHnM TpeboBaHMI K 3alWmUTe MepcoHanbHbIX AaHHbIX nNpu ux obpaboTke B
MHGOPMALMOHHBIX CUCTEMAX NEPCOHANbHBIX AaHHbIXY.

- MNpukas ®CT3K Poccumn ot 18 despansa 2013 roga. Ne 21 «06 yrBepaeHun Coctasa M
COAEpIKaHWA OPraHU3aLMOHHBIX M TEeXHUYecKux Mmep no obecneveHuto 6esonacHoCTH
MepcoHanbHbIX AaHHbIX Npu ux obpaboTke B MHPOPMALMOHHBIX CUCTEMAX NEPCOHaNbHbIX
A@HHbIX».

- NopagoKk nposefeHua Knaccudukaumm MHGOPMALMOHHBIX CUCTEM NEPCOHANbHbLIX AAHHbIX,
YTBEP)KAEHHbIW coBmecTHbiM npukazom PCTIK Poccuu, ®CB Poccun, MuHuHPopmceasn
Poccun ot 01.01.2001 ropga Ne 55/86/20 (panee — «lMopafok npoBegeHus knaccudukauum
UCNOH»).

- BasoBaa mogenb yrpos 6e30MacHOCTM MEPCOHaNbHbIX AaHHbIX Npu ux obpaboTke B
MHPOPMaLMOHHBIX CUCTEMAX MepCcoHaNbHBIX JaHHbIX, yTBEPXAeHHaa npukazom PCTIK Poccun
15.02.2008 ropa.

- MeToguKa onpegeneHus akTyanbHblX Yrpo3 6e30macHOCTM NepCoHaNbHbIX AaHHbIX NPU KX
06paboTke B MHOOPMALMOHHbBIX CUCTEMAX NEPCOHaNbHBIX AaHHbIX, YTBEpPMAEeHa NpUKa3om
®CT3K Poccun 14.02.2008 roga.

- MonoxeHne o metoaax u cnocobax 3awutbl MHGOPMaLUKU B MHOOPMALMOHHBIX CUCTEMAX
NepcoHasbHbIX [aHHbIX, YTBep)KAeHHoe npukasom OCTIK Poccum Ne58 ot 5 pespana
2010 roga.

Paspgen Il. YACTHAA MOJEND YIPO3 6e3onacHoctu MOH npu ux obpaborke 8 UCMAH Nel
«YNpaBnsaoLLan opraH1Msauma»

1. Napametpbl UCMOH Nel «YnpaendioLwan opraHMsauua»

B cootseTcTBMM C TpeboBaHMAMM K 3aliMTe NEpPCOHa/bHbIX AaHHbIX Npu ux obpaboTke B
MHOOPMaLIMOHHBIX CUCTeMax MNepcoHasbHbIX AaHHbIX, YCTaHOB/eHHbIX [locTaHOBNEHMEM
Mpasurtenbcrea Poccuitckoit Pepepaumm ot 1 Hoabpa 2012 roaa Ne1119, UCTMAH Nel asnaerca
MHOOPMaLMOHHOM cucTemoii, obpabaTbiBatoleil MHble KaTeropum NepcoHasbHbIX AaHHbIX
MeHee yem 100.000 cybbektos [[H, AN KOTOpOW akTyasbHbl Yrposbl 6e3onacHocTy
MepcoHanbHbIX [AaHHbIX 2-r0 TUMa, CBA3aHHblE C HaAM4YMEM HELOKYMEHTUPOBAHHbBIX
(HepeKNapUpoOBaHHbIX)  BO3MOMHOCTE B MNPUKNAAHOM NporpaMmHOM  obecneueHuu,
ucnonsyemom 8 MWCMAH Nel, u gna Kotopoit Heobxoaumo obecrneunts 3-i ypoBeHb
sawmweHHocTy MNH npu ux 06paboTke B AaHHON MHPOPMALIMOHHOW CUCTEME.

B Tabnuue Nel npeacrasneHbl napametpbl UCMAH Nel «Ynpasnatowan opraHusaLma.

Tabnuua Nel



Crpyktypa UCNAH TNokanbHasa MHPOPMaALMOHHAA cUcTema, Bea 0bpaboTka MH
NPOM3BOAMTCA B PaMKax OAHOM NOKANLHOW BbIYUCAUTENEHOMN
CETH, UMEIOLLEH aBTOMaTU3MPOBaHHbIe paboune mecta (APM)

MopgknoveHne UCMAH K cetam oblero MHPOPMALIMOHHAA CUCTEMA UMEET NOAKMIOYEHMA K CeTAM CBA3M
NoNb30BaAHUA K (MaKn) cetTam ! obuiero nonb30BaHUsA U/UK CETAM MEXAYHaPOAHOTO
MeXAYHapoAHOro MHGOPMaLMOHHOro 0BMeHa | MHGOPMaLUMOHHOro o6MeHa

Pexxum obpabotku MOH MHOrononb30BaTeNbCKUiA

PexXMm pasrpaHMyeHunA npas foctyna C pasrpaHuMyeHuaAmMM npas focTyna

nonb3osatenei

MecToHaxoxaeHWe TEXHUHECKUX CpeacTs B npefenax Poccuiickoit ®egepaumu

ncngx

Kateropua MNJH, o6pabatbisaemblx B UCMNAH obpabarbiBalollan NepcoHabHbIE AaHHbIE paBoTHUKOB

O6LwecTBa, NepcoHanbHbIe AaHHbIE COBCTBEHHUKOB
(HaHMMaTeneit) nomewernii 8 MK/, Haxoaalmxcs B
ynpasneHun OBLUecTBa, U MHbIE KATETOPUM NEPCOHANbHbIX
AaHHbIX CYObEKTOB NepCOHaNbHbIX SaHHbIX, HE ABNAIOWMXCA
paboTHuKamu ObuiecTsa

O6bem MAH, o6pabaTteisaembix 8 MCMAH NAH meHee 100.000 cy6bekTos MOH

3afaHHble XxapakTepucTnku 6esonacHoctv MAH | CneuransHas MHPOPMALMOHHAEA CUCTEMA

2. UcxopaHbiit yposeHb 3awwmuieHHocT UCMAH Nel.

Mog ucxoOHbIM YypoBHEM 3awmiieHHocTM - Y1. - noHumaercs onpeaenaemblii 3KCNEepPTHbIM
nytem o0606LeHHbIA nOKa3aTeNb, 3aBMCALWLMIA OT TEXHUYECKUX WU 3KCNAYaTaLMOHHbIX
Xapaktepuctuk UCMAOH.

B Tabnuue N2 npepcraBneHbl XapakTepuCTMKM YPOBHA UCXoAHOM 3awuiieHHocTr MCNOH Nel
«YNpasBnAwLWan opraHusaLua».

Tabnuuya No2

TexHUuecKkMe 1 3KCNyaTaluMoHHbIe Xapaktepuctuku MCTAH Nel YpoeeHb
3awmweHHocTH (Y1)

TWnbl XapaKTePUCTUK Xapakrepucturu UCMOH Nel Bbicokuii | CpeaHnii | Huskuii

o TeppUTOPUANEHOMY pPasMeLLeHMIo nokansHas UCT/H, pa3sepHyTas B + - -
npenenax oA4HOro 30aHua

Mo HanWYKIo CoepMHEHUA C CeTAMM UCNAH, umeloLLas 04HOTOYEYHBIN BXOA, |— - +
obLero nonb3osaHUAa B CETb 06LEro NoNbL30BaHUA
Mo BCTPOEHHbIM (feranbHbIM) ONepaLuam |YTEHNE, MOUCK, 3aNuCh, YOaNeHH e, + - -

€ 3anucamu 6as NepcoHanbHbIX JaHHBIX | COPTUPOBKA, KOMMPOBAHUE,
MoauduKauusa, nepesaya

Mo pasrpaHnyeHuto gocTyna K MCNAH, kK KOTOpOW MMEET JoCTyn = = +
NepcoHanbHbIM AaHHbIM onpegeneHHbli nepedeHs paboTHUKOB
Obuwectsa, nubo cybbekT NAH




Mo HannuKro coeauHeHU ¢ Apyrumm MCMNAH, B KOTOPOIt MCNOAb3yeTCA +

6azamu NAH nHbIx MCMNAOH HeckonbKo 6as MNAH, npUHagNeKalmx

ObiuecTey
Mo ypoBHto obobuieHuna (obeanuumsanua) |UCMOH, 8 koTopoii MNOH - + «
nax 06€3/1MYMBAIOTCA B COOTBETCTBUM C

TpebosaHuamM npuHaTtoro 8 Obwectee
NIOKaNbHOro HOPMAaTUBHOrO aKTa

Mo o6bemy MAH, KoTopble WUCNAH, npepoctasnstollas vyacts [MAH
NpeaoCTaBAAKTCA CTOPOHHUM
nons3osatenam UCMNOH Ges

npeagapuTensHoM 06paboTku

|
-+
]

BbIBO/: UCMAH Nol umeeT cpeaHWA YPOBEeHb UCXOAHOM 3aLLMLLEHHOCTHU, TaK Kak bonee 70%
XapaKTepUCTUK COOTBETCTBYIOT YPOBHIO He HuKe «cpegHuit». [loKasatenb WMCXOLHOM
3awuueHHoctu Yi= 5%,

3. BepoaTHOCTb peanusauunu yrpos 6esonacHocru NAH

MNoa BepOATHOCTHIO pPeanu3auMKu Yrposbl MOHMMAETCA OnpefensemMblii SKCNepTHbIM MnyTem
nokasatens —Y2., XapaKTepusylLMi, HACKONbKO BEPOATHbIM ABAAETCA peanusauuma
KOHKpeTHO yrposbl 6esonacHoctu MAH ana UCNOH Nel B cknagbiBaloWMXCA YCNOBUAX
06CTaHOBKM.

B Tabnuue Ne3 npuBedeHO onucaHue KaxKAoW yrpo3bl M AaHbl 0606WeHHble BEpOATHOCTH
peanu3aumm yrpo3 U oLeHKa 0nacHOCTH Kaxaown yrposel ana UCMNOH Nel.

Tabauua Ne3

Tun yrpos 6esonacHocty NMOH Koa¢pduumenr OueHka
BEPOATHOCTH ONacHoCTH
peanusaymu yrpospi**’

(v2.)?

1
McxonHan cTeneHsb 3alUMLIeHHOCTM OnNpeaennerca cnegyoumm obpasom:

WCMNAH umeeT BbICOKMA YpPOBEHb WCXOLHOWM 3alUMLIEHHOCTM, ecin He meHee 70% xapaktepuctuk WCNAH
COOTBETCTBYIOT YPOBHIO «BLICOKMIA» (CYMMMpYHOTCA MOMOMMTENbHBIE pPEWeHua Mo nepsomy cTonbuy,
COOTBETCTBYIOLLEMY BLICOKOMY YPOBHIO 3alUMLIEHHOCTU), a OCTalbHble — CPeAHEeMYy YPOBHIO 3alUMLIEHHOCTH
(nonoxuTensHbie pelwenus no sTopomy cronbuy) (Y1=0).

WCMNAH MmeeT cpelfHUi YpOBEHb MCXOAHOW 3aLUMLIEHHOCTU, €CNU He BINONHAKOTCA YCA0BMA MO NYHKTY 1 U He
meHee 70% xapaktepuctuk MCIH COOTBETCTBYIOT YPOBHIO He HWMe «cpefHuit» (bepeTcA OTHOLIEHWE CyMMbl
NOJIOKMTE/IbHbIE pEeLleHuit nmo BTOpoMy cTonbuy, COOTBETCTBYIOLWEMY CPEAHEMY YPOBHIO 3aLLMLIEHHOCTH, K
obLLemy KONMYECTBY pelueHuit), a ocTanbHble - HU3KOMY YPOBHIO 3alMLeHHOCTH (Y1=5).

NCT/IH MMEET HU3KYIO CTENEHb UCXOAHOM 3aLUMLLIEHHOCTY, EC/IM HE BbINONHAETCA YCI0BMA MO NyHKTam 1 u 2 (Y1=
10).



Yrpozbl yTeuku BUA0BOIM UHdOpMmaLmm

MpocmoTp MHGOpMaLuK, oToBpamaeMoii Ha AUcniee MOHUTOPA 5 cpefHsas
COTPYAHWKAMK, He AoNYLLEHHbIMK K 06paboTKe NepcoHabHbIX AaHHbIX

NpocmoTp uHdopmavmu, otobpaxkaemoit Ha gucnnee MOHUTOpA 2 HM3Kas
NOCTOPOHHUMM JIMLAMK, HaXOAALUMMMUCA B MOMELLEHUM, B KOTOPOM BEAETCS
06paboTKa NepcoHaNbHbIX AaHHbIX

MpocmoTp HPopmaumm, oTobpaskaemoii Ha gucnnee MOHUTOpA 0 ManoBepoAaTHa
NOCTOPOHHMUMM NULLAMM, HaXOAALMMMCA 33 NPeLeNami NOMEeLLEHMs, B
KoTopom Begetca 06paboTka NepcoHanbHbIX AaHHbIX

Yrposel yreuku uH$popmauum no kaHanam MIMUH. SneKTpOMarHUTHBIE KaHanbI yTeuku uHdopmaumu.

ﬂepexsaT HDGO‘-IHHX S/IEKTPOMArHUTHbIX HBHVQEHHﬁ 2/1EMEHTOB OCHOBHbIX 0 ManoBepoATHa
TeXHWYECKUX CPeAcTB U cucTem (OTCC)

Cbem HaBOAOK NOBOUHbLIX 31EKTPOMArHUTHBIX U3YYEHNI OCHOBHBIX 0 ManoBepoATHa
TeXHUYECKUX CpeAcTs u cuctem (OTCC) ¢ IMHMIA CBA3M, TEXHMUECKUX CPeaCTs
U CUCTEM KOMMYHUKaLLMIA

Yrposbl yreuku uHdpopmaymm no kavanam MN3IMUH. SNeKTpUUECKME KaHabl yTeuKku MHdOpMaLuK

Cbem MHPOPMALMOHHBIX CUTHANOB C IMHMIA SNEKTPONMMUTAHWUA OCHOBHbIX 0 Ma/I0BEpOATHA
TEXHUYECKHX CpeacTs U cuctem (OTCC)

Cbem MHPOPMaLIMOHHBIX CUrHANOB C Lieneii 3a3emMAeH1a OCHOBHBIX 0 ManoBepoATHa
TEXHWUYECKUX cpeacTs U cuctem (OTCC) M BcnomoraTenbHbIX TEXHUYECKMX
cpeacte 1 cuctem (BTCC)

¥Yrposbl yreuku uHdopmaummu no kKaHanam NIMMUH. MapameTpuyeckue KaHabl yTeuKu MHGOPMaLUK

MepexsaTt MHPOPMALMM NyTeM "BbICOKOYACTOTHOrO 06/1y4eHUA" OCHOBHbIX 0 ManoBEepOoATHa
TEXHUYECKMX CpeacTs U cuctem (OTCC)

Yucnosoit kospduumeHt (Y2) gra oueHku BEPOATHOCTM BO3HMKHOBEHWA Yrposbl oOnpegensercAa no 4
BepbanbHbIM rpagaLmam aToro noKasatensa:

ManoBEpOATHO - OTCYTCTBYIOT 0GBLEKTUBHbIE NPEANOCHIIKM A/1A OCYLUECTBNEHUA Yrpo3bl (Y2 = 0);

HU3KaA BEPOATHOCTb - OBBLEKTUBHbLIE NPEAMNOChINKM ANA Peanusauum yrpossi CYLLECTBYIOT, HO MPUHATLIE Mepbl
CYLLECTBEHHO 3aTPYAHAIOT ee peanusauuio (Y2 = 2);

CPeAHAR BEPOATHOCTL - 00BEKTUBHbIE NMPEANOCHIIKMA ANA peanusalumm Yrposbl CYLUECTBYIOT, HO MPUHATbIE Mepbl
obecneyeHuna GesonacHocTy MH HEAOCTATOUHBI (Y2=5);

BbICOKaA BEPOATHOCTL - OGBEKTUBHbIE NPEANOCHLIIKM AAA peanusauud  yrposbi CYLECTBYIOT WM Mepbl no
obecnedenuio 6esonacHocTu MAH He NPUHATSI (Y2 = 10).

3
OueHKa onacHocTtu Yrpo3bl onpegenAaeTcAa Ha OCHOBe onpoca cneuManMcros no BEpGaJ'Ibe!M NoKasartenam
ONacHOCTH C Tpems 3HaYeHUAMM:

HU3KaA ONacHOCTL — eCu Peannu3aums Yrpo3bl MOXET NPUBECTU K HE3HAYUTENbHbIM HEraTUBHbLIM nocAeacTBUAM
ANA CyObEKTOB NepCoOHaNbHbIX AaHHbIX;

CPEAHAA OMACHOCTb — ec/M Peanu3aLmna Yrposbl MOMET NPUBECTM K HEeraTMBHbLIM nocnencTesuam ans cybbLexTos
NepcoHanbHbIX AaHHbIX;

BbICOKAA OMACHOCTL — ECAU PeaNU3aLUA YrPO3bl MOXKET MPUBECTU K 3HAUUTENbHBIM HEraTUBHBIM MOCAEACTBUAM
417 CyOBEKTOB NEPCOHALHBIX AaHHBIX.



Vrposbi, peanusyembie npu GUsnuecKkom goctyne

Kpaxa M3BM 0 ManoBepoATHa
BbiBoA, U3 cTpos y3anos [19BM, KaHanos csasm 0 Ma/sioBEpPOATHA
Kpaka anemeHToB (ectkuit auck) N3BM 0 Ma/IoBepOATHA
HecaHKLMOHMPOBAaHHbIW A0CTYN K MHPOPMaLMK NPY TEXHUYECKOM 2 HU3Kan
obecnykmMBaHUM (peMoHTe, MoaepHusaumm) N3BM

Kpasa Knoueit oT nomellLeHui, ceidos 2 HW3KanA

Kpaa HocuTenel Knioyesoin nHGopmauun 2 HU3KanA

Kpaa MHAMBMAYaNbHbIX YCTPOMCTB MAEHTUGUKALMK 2 HWU3KanA
VYrposbi, BO3HMKaIOWME NPU UCMONb30BAHUM ChbEMHbBIX HOCUTENE MEePCoHabHbIX AaHHbIX

Kpaa cbemHbIx HocuTeneit MOH 0 ManosepoATHan
Mcrnonb3oBaHue He yuTeHHbIX HocuTteneit MNAH 5 cpeaHan
YTpaTa cbemMHbIX HocuTenei MoH 2 HW3Kas
¥Yrpo3bi BHEAPEHWA NPOrpaMmmHbIX 3aKM1afoK

KomnbloTepHble BUPYChI 2 HW3KaA
HecaHKUMOHMPOBaHHAA MOAMDUKALMA NAKM YHUUTOKEHKE 3aLLMLLaEMO 2 HWU3KasA
MHpOpMaLUK

HecaHKLMOHMPOBaHHbIM NEepeHoC 3aluMILaeMoi MHpopMaLuK Ha Teepayro |2 HM3KaA

KOMuio

HecaHKUMOHMPOBaHHbIN AOCTYN BHEWHUX HapylwmTeneit K pecypcam ACMAOH (2 HWU3KanA
3arpyska OC ¢ BHewHuMx HocuTeneit (CD, DVD, USB Flash, BHewHunii USB - 0 ManoBepoATHO
BMHYECTEp U T. A.)

HecaHKUMOHWPOBAHHOE OTK/IIOYEHWE CPeacTs 3alluThl 0 MafnioBEpOATHO
Yrpo3bl HECAHKLIMOHUMPOBAHHOTO AOCTYNA NO KaHa/am CBA3M

Mepexsat uHGOpPMaLMK, Nepesasaemoit No NOKansLHOM ceTy 2 HMU3KaA
MepexsaT MHOPMaLLMK, NepesaBaemoit No ceTam mexgyHapogHoro obmena (0 Ma/ioBEPOATHO
CKaHMpOBaHMe, Hanpas/ieHHoe Ha BbiABaeHKue TMna OC, OTKPbITBIX NOPTOB 1 |2 HW3KanA

cnysK6, OTKPBITLIX COEOUHEHMHA 1 Ap.

Mogbop naponeil Yepes NOKabHYIO BbIYUCANTE/bHYIO CETh OpraHusaLmvm 5 cpeaHuin

WAV CETU MexayHapoaHoro obmeHa

HecaHKLUMOHMPOBaHHLIM LOCTYN Yepes CeTH MexayHapoaHoro obmeHa 5 cpeaHui
HecaHKUMOHUPOBaHHBIN AOCTYN Yepes NOKaNbHYIO BbIYUCAUTENbHYIO CETh 5 cpenHuii
OpraHusauum

HecaHKLMOHMPOBaHHbIN YAANEHHbIN 3aNyCK NPUIOKEHWI 2 HU3KanA




MogmeHa 40BepEHHOro o6beKTa cetu S CpenHuin
BHelpeHUe noxHoro obbexTa 5 cpenHuit
Hasn3biBaHWe N0XKHOrO MapLupyTa 2 HW3Kasn
Yrpo3bl HenpegHamepeHHbIX ACTBUI BHYTPEHHUX HapywuTenei

HenpeaHamepeHHasa MOAUDUKALMA UM YHUUTOKEHUE UHOopMaLMK 0 MaNoBepoATHO
COTPYAHUKaMK, AONYLWEHHbIMK K ee o0bpaboTke

HenpeaHamepeHHoe OTK/IIOYEHNE CPeACTS 3aLMUTSI 0 Ma/ioBEepoATHO
YTparta Kaioueli ot nomelLeHui, celidbos 2 HU3Kag

YTpata HocuTenei Knw4esol uHpopmaLmm 2 HU3Kan

YTpaTa MHAUBUAYANbHBIX YCTPONCTB MAEHTUDUKALMY 2 HU3KasA
Yrposbl HefeKNapUpoBaHHbLIX (HepOKYMEHTHPOBAHHbBIX) BOZMOMKHOCTEl

Yrpo3bl, CBA3AHHbIE C HA/IMYUEM HEAEKNAPUPOBAHHbIX 0 ManosepoATHa
(HeAOKYMEHTMPOBaHHbIX) BO3MOMHOCTEH B CUCTEMHOM MO, ucnonssyemom 8

UCNaw;

Yrposbl, CBA3aHHbIE C HAIMYMEM HeeKNapUPOBaHHbIX BO3MOKHOCTE! & 2 HU3Kada
npuknagHom MO, ucnonssyemom 8 UCMNAH;

Yrposbl, He CBA3aHHbIE C HAMUYUEM HEAEKNAPUPOBAHHbIX BOSMOMKHOCTEH B |0 MafnoBepoATHa
MporpamMmHOM oBecneyeHnm, UCNONb3YEMOM B ncnan

Yrpozel HeaTponoreHHOro Xxapakrepa

C6oit cuctembl aneKkTpocHabmeHus 2 HU3Kada
CruxuitHoe 6epctene 2 HU3Kas

4. OueHKa BO3MOXHOCTH Peann3aLmm 1 ONacHoCTU yrpos

Mo uToram oueHku yposHa 3awmwenHoctM (Y1) u BeposTHOCTH peanusauumn yrposbi (Y2),
paccumTbiBaeTcA KOaGGUUMEHT peanusyemocTu yrpossl (Y) W ONpesenserca BO3MOXHOCTb
peanusauun  yrposvl. Koapduument peanusyemoctu yrpossl Y Byaer onpeaensTbes
cooTHoweHunem Y = (Y1 +Y2)/20.°

B Tabnuue No4 npuseseHo onucaHue YrpO3bl, AaH pacyeTHbli Ko3QPULUEHT peannsyemocTy

yrposs! (Y) n onpegensetca BO3MOXHOCTb peanusauum Yrposbi.

Tabnuua No4

Tun yrpos 6esonacHoctu MNAH

Koagpduuymenr
peanusyemoctu
yrpose! (Y)

BozmorKHocTe
peanusaummn

4 PaccuutanHblit no dpopmyne Y=(Y1+Y2)/20 K039 dULMEHT peannayemocTy Yrposbl ONpegenAeTca no ciegyroLmum

AnanasoHam: 0>Y>0,3 — Hu3kas; 0,3>Y>0,6 — cpenHan; 0,6>Y>0,8 — Bbicokan; Y>0,8 — oueHb BbICOKAA




Yrposbl yTeUKU BUAOBOK MHbOPMaL MK

MpocmoTp uHGopmaLym, oTobparkaemoi Ha AUCriee MOHUTOPa 0,35 cpenHss
COTPYAHMKaMM, He SONyLEHHbIMM K 06paboTke NepcoHanbHbIX AaHHBIX

MpocmoTp nHopMaLmK, 0ToBpaxaemoit Ha Aucniee MOHUTOPa 0,35 cpeaHsasn
MOCTOPOHHUMM NULLIAMM, HAXOAALUVMMWCA B MOMELLLEHWH, B KOTOPOM BEAETCA

06paboTKa nepcoHanbHbIX AaHHbIX

MpocmoTp nHdbopmaLmm, oTobpaxaemoit Ha gucnaee MOHUTOPA 0,35 cpenHan

NOCTOPOHHUMM NULAMM, HAaXOAAWMMKCA 323 NpeAenamy NoMeLLeHus, B
KoTopom Bepetcs 06paboTka nepcoHanbHbIX AaHHbIX

Yrpo3sl yTeukM Hdopmaumm no Kadanam MIMMH. 31eKTpoMarHMTHbIE KaHabl YTEYKM MHOOpMaLMK.

MepexsaT NOBGOYHBIX 2NEKTPOMATHUTHBIX M3/TyHEHMI 3/IEMEHTOB OCHOBHbIX 0,25 HM3KanA
TeXHUYECKUx cpeacTs u cuctem (OTCC)
Cbem HaBOAOK NOBOYHLIX 2N1EKTPOMArHUTHBIX M31Y4eHWI  OCHOBHbIX 0,25 HU3KanA

TexHuyeckux cpeacts u cuctem (OTCC) c MMHMIA CBA3KM, TEXHUUECKUX CPEACTB M
CHCTEM KOMMYHMKaLMIA

Yrposbl yreuku nHdpopmauum no KaHanam MIMUH. SnexTpuueckme KaHanbl yTeuKku uHpopmaumn

Cbem UHGOPMALIMOHHBIX CUTHA/0B C IMHMIA 2N1eKTPONUTaHNA OCHOBHbIX 0,25 HU3KaA
TeXHUYECKux cpeacTs u cuctem (OTCC)
CbeM MHPOPMALMOHHBIX CUrHaNOB C Leneil 3a3em/1eHUsA OCHOBHBbIX 0,25 HKM3Kan

TexHuuecKkux cpeacts u cucrem (OTCC) u BcnomoraTeNibHbIX TEXHUYECKHUX
cpeacTs M cuctem (BTCC)

Yrpossl yTeuku MHpopmalmum no Kkadanam N3MUWH. MapameTpuyeckue KaHa/bl YTEUKU vHdopmaymm

MepexsaT MHOPMaLMMK NyTeM "BbICOKOHACTOTHOTO 061y4eHUA" OCHOBHBIX 0,25 HWM3KaA
TEXHUYECKMX cpeacTs u cuctem (OTCC)

Yrpo3bl, peanusyemblie Npu GprUanyecKom JocTyne

Kpaa NaBM 0,35 cpegHan
BbiBoA U3 CTPOA y3n08 [13BM, KaHanoe ceasu 0,35 cpeaHsan
Kpaa anemeHToB (3ecTkuii auck) N3BM 0,35 cpeaHan
HecaHKUMOHWPOBAHHBIN AOCTYN K MHGOPMaLMKA NPY TEXHUYECKOM 0,25 HU3Kana
obcayusaHuu (pemoHTe, MogepHusauum) N3BM

Kpaa Kaoueil oT nomeLLeHui, celidos 0,35 cpeaHss
Kpasa HocuTeneil Kivesoi MHGopmaumm 0,35 cpeaHsan
Kpaa MHOMBMAYaNLHBIX YCTPOHCTB MaeHTUMKALMK 0,35 cpeaHan
Yrposbl, BOSHUKAIOWME NPY MCNO/B30BAHUM CbEMHbIX HOCUTE/E NePCOHANbHBIX AAHHbIX

Kpama cbemHbIx HocuTenei NAH 0,25 HU3Kan
Mcnonb3osaHue He yuTeHHbIX HocuTteneit MNOH 0,35 cpegHAanA
YTpaTta cbemHbix HocuTeneit MNaH 0,25 HU3KaA




Yrposbl BHeIpeHWUA NPOrpammHbIX 3aKNag0oK

KomnbioTepHblie BUPYChI 0,25 HW3KasA
HecaHKuMoHMpoBaHHaa MoAMbUKALMA MK YHUUTOXEHME 3aLLMLLEEMOI 0,25 HU3Kana
MHpOpMaLLMK

HecaHKLMOHKpOoBaHHbIA NepeHoC 3almiaemoil MHopMaLMK Ha TBEpAYHo 0,25 HU3KaA
Konuio

HecaHKUMOHMPOBaHHbIIA LOCTYN BHELWHWX HAapyLWKUTENEelR K pecypcam Ucnax 0,25 HU3KasA
3arpyska OC c sHelwHUx HocuTenel (CD, DVD, USB Flash, BHewwHwit USB - 0,25 HU3KaA
BMHYEcTep U T. 4.)

HecaHKLMOHUPOBAHHOE OTK/YEHME CPEACTS 3aLUMTh 0,25 HU3Kan
¥rpo3bl HeCaHKLMOHWPOBAHHOIO AOCTYMNa NO KaHanam CBA3M

Mepexsat MHpOpMaLLMK, NepesaBaeMoil No NOKaNLHONW cetu 0,25 HU3KanA
lMepexsat MHGopmaLMK, NepeaBaemoiil Mo CeTAM MeMAyHapoAHOro obmeHa 0,25 HU3KaA
CkaHupoBaHuWe, HanpaBaeHHOE Ha BbisBaeHue Tuna OC, OTKpblTle nopTos U 0,25 HWU3KanA
cnyb, OTKPLITLIX COBAUHEHMIA 1 Ap.

Moabop naponeii Yepes I0Ka/bHYIO BbLIYUCANTENBHYIO CETh OpraHusaumm uam | 0,25 cpepHuid
CeTu MeXayHapogHoro obmeHa

HecaHKUMOHNPOBaHHbII AOCTYN Yepes CeTM MEXaAyHapoaHOro obMeHa 0,35 cpeaHuit
HecaHKUMOHMPOBaHHbIA 40CTYN Yepes NOKaNbHYO BbIYUCNUTE/ILHYIO CeTb 0,35 cpeaHuii
opraHusauum

HecaHKUMOHMPOBaHHbIN yaaneHHbIiH 3anyck NPUNOKEHUIA 0,25 HU3Kasa
MoameHa poBepeHHOro o6bexTa ceTu 0,35 cpenHuit
BHeapeHue noxHoro obbvekra 0,35 cpenHuin
HaBA3sblBaHMe NOXKHOIo MapLupyTa 0,25 HU3Kasn
Yrpo3bl HenpefHamepeHHbIX JelCTBUI BHYTPEHHUX HapylKuTene

HenpegHamepeHHaa MOAUPUKAELMA MM YHUUTOMEHME MHGOPMaLLK 0,25 HU3Kan
COTPYAHMKaMM, JONyLWeHHbIMU K ee 06paboTke

HenpeaHamepeHHOe OTKNIOYEHUE CPeCTB 3aLUMThl 0,25 HMU3KaA
YTpata Kntoueli oT nomeLLeHni, ceiidos 0,25 HU3KaA
YTpata HocuTeneil KaYeBoi UHGopMaLMm 0,25 HUW3Kasn
YTpaTta UHAMBMAYaNbHbIX YCTPOWCTB MASHTUDUKALMM 0,25 HW3KaA
Yrposbl HefileKNapupoBaHHbIX (HeAOKYMEHTUPOBAHHbIX) BO3MOKHOCTEIH

Yrposbl, cBA3aHHbIE C HAMYMEM HELEKNapMPOBaHHbIX 0,25 HWU3KasA

(HeAOKYMEHTMPOBaHHBIX) BO3MOXHOCTEN B cMcTeMHOM MO, MCNoNb3YEMOM B
ncnaw;




Yrpos3bl, CBA3aHHbIE C HA/IMUMEM HEAEKNapPMPOBaHHbIX BO3MOMHOCTEN B 0,35 cpenHas
npuknaaHom MO, ucnonsbzyemom 8 UCTOH;

Yrpo3bl, HE CBA3aHHbIE C HA/IMYMEM HELEKNAPUPOBAHHbIX BOZMOMKHOCTEN 0,25 HU3KaA
B nporpammHom obecneyeHun, ucnonbsyemom 8 UCMNOH

Yrpo3bi HeaTpoONOreHHOro Xapaxkrepa

CBoli cuctembl an1eKTPoCHabxeHnA 0,25 HW3Kaa
CruxuitHoe Bepcreue 0,25 HU3Kas

5. Mogenb yrpo3 6e30nacHoOCTH

B Tabauue No5 npeacTtasneHbl akTyanbHble yrpo3bl 6esonacHoctu ana UCMOH Nel

«YnpasnawLLaa opraH1M3anma», a TakKe cnocobbl X NPOTUBOAENCTBUA.

Tabnuua Ne5

oTobpaskaemoit Ha
avcnnee MOHUToOpPa
NOCTOPOHHUMWU
nvuamm,
Haxo4AWMMKCA 33
npegenamu

HaumeHoBaHue VYpoeeHb | OnacHoc | BepoaTtH | AKTyanb PexomeHgauMm no npoTUBOAEHACTBUIO
yrpossi UCXOOHOM Tb ocTh HOCTb yrpoze
3alMLLEH | Yrpo3bl | peanusa | yrposbi
HOCTHU [T TexHuuyeckue OpraHusauuoHHbIe
yrposbl
Yrpo3bl yTeYKKU BUL0BOW MHDOpMaLmm
MNpocmoTtp CpeaHUi  |cpegHAA |CpefHAn |aKTyasbH Oropaxusawolume
WHbOpMaL MK, an CTOMKM;
oTobpaxaemoi Ha
[onKHocTHasA
Aucnaee MoHUTOopa
WHCTPYKUMA
COTpYAHUKaMK, He
AgmuHuctpatopa MN4H;
AONyLWeHHBIMU K
obpabotke JonkHocTHan
nepcoHanbHbIX WHCTPYKUMA
OaHHbIX nonb3osatensa ACTOH;
MpocmoTp CpegHWin  |cpedHAA |CpeaHAA |aKTyasbH Oropaxxusarwme
MHdopmaLlmu, as CTOMKY;
oTobpa)kaemoii Ha . .
MponycKkHOU pexum;
LWCnJiee MOHUTOPR
NOCTOPOHHUMU JomxHocTHanA
nvuamu, MHCTPYKUMA
HaXo4AWMMUCA B AnmuHuctpatopa MNAaH;
H B
MOMELISHMY, [onHOCTHas
KOTOpPOM BefeTca
6 a%?:‘ma g MHCTRYKLMA
O nonb3osarens MCNAH;
NepcoHanbHbIX
AaHHbIX MonoxeHue o CKY/[;
MpocmoTp CpeaHMi  |CcpeaHAn |cpefHAs |aKkTyanbH |Xanosu JonKHOCTHaA
nHopmauuu, an WHCTPYKUMA

ApmuHuctpartopa MNMaH;

JonxHoCTHaA
VIHCTPYKLUMA
nons3osarens UCMNAH;




NOMELLEHUSA, B
KOTOPOM BeaeTcs
ob6paboTka
NepcoHanbHbIX
DaHHbIX

¥Yrpo3bl yTeuku uHGopmaumu no kaHanam MIMUH. 3NeKTPOMarHUTHbIE KaHanel yTeuku uHbopmalmu.

MepexsaT NOBOYHLIX |CpesHWiA  |HM3Kas |Hu3Kas |He
3/1eKTPOMArHUTHbIX aKTyanbH
U3NyYeHuit as
31EMEHTOB OCHOBHbIX
TEXHUYECKUX CPeacTs
1 cuctem (OTCC)

Cbem HaBoaOK CpefHuit  |HWM3Kas |HM3Kaa |He
no6oyHbIX AKTyasbH
3/1EKTPOMAarHUTHbIX an

M3/1y4EHUIA OCHOBHbIX
TEXHUYECKUX CPeACTB
1 cuctem (OTCC) ¢
JNUHWIA CBA3M,
TEXHMYECKUX CPeacTs
W cuctem
KOMMYHUKaUMIA

Yrposbl yreuku nHpopmauum no KaHanam NMNIMMH. SneKTpuYecKue KaHanbl yTeuku nHdopmaumm

Coem CpeaHWin  |HU3Kas |HW3Kasa |He
MHGOPMALMOHHBIX aKTyanbH
CUTHANOB C NMHUIA an
NIeKTPONUTaHUA

OCHOBHBIX

TEXHUYECKUX CPeACTB
1 cuctem (OTCC)

Crem CPpefHWiA |HM3Kaa |HW3Kas |He
MHPOPMaLMOHHbBIX aKTyasnbH
CWUIHaNOoER ¢ ueneu as
3a3eMNeHnn

OCHOBHbIX

TEXHUYECKUX CPeacTB
u cuctem (OTCC)
BCMNOMOTaTe/lbHbIX
TEXHWYECKUX CPeACTB
 cuctem (BTCC)

Yrposel yTeuku uHGopmaumum no kaHanam M3IMMUH. MapameTpuyeckue KaHanbl YTeUKU uHbOpMaLUm

Mepexsar CPpeAHWIA |HM3KaA |Hu3Kas |He
MHGOPMaLLMKM NyTEM aKTyanbH
"BbICOKOYACTOTHOrO as
obnyueHus"

OCHOBHBbIX

TEXHUYECKUX CPEACTB
u cuctem (OTCC)

Yrposbl, peanusyembie npu GU3MUECKOM AoCTYNE




Kparka M3BM CpedHUit |cpedHAA |HWM3KaA |aKTyanbH |[BepHOM 3amoK MponycKHOM pesknum;
an
BuaeoKkoHTpONb OxpaHa;
JonxKHocTHas
MHCTPYKLUMUA
nons3osarens UCINAOH;
JomKHOCTHaA
VHCTPYKUMA
AnmuHuctpartopa MaH;
MonoxeHune o CKY[,;
BbIBOS, U3 CTPOA Y3/10B |cpegHuii  |cpegHas |HWM3Kas |aKTyansH |[iBepHoii 3amoK MpONYCKHOM pexnm;
[2BM, KaHanos CBA3N as
BuaeokoHTpoab OxpaHa;
JomxHocTHaA
WMHCTPYKUMA
AamuHucTpartopa MAaH;
MonoeHue o CRYA;
Kpaa snemeHToB cpegHuii  |cpegHAa |HWM3Kas |akTyasbH |[lBepHoi 3aMoK MpOnyCKHOM pexum;
SKECTKMIM Anck) NIBM as
( Ae) BuOeoKoHTpOb OnnombuposaHue
M2BM;
OxpaHa;
JomKHoCcTHaA
WHCTPYKUMA
nons3osarena UCTAH;
LonwHocTHas
WMHCTPYKUMA
AnmuHucrtpartopa MNaH;
MonoxeHue o CKY[;
HecaHKUMOHUPOBaHH |CpeAHWiA |HW3Kas |HU3Kaa |He
bl AOCTYM K aKTyaNbH
MHbOpMaLuK Npu as
TEXHUYECKOM
obcnyxusaHum
(pemoHTe,
MOZepHU3aLuMu)
MN3BM
Kpaa kntoueit ot CpefHWI |CpefHAA |HM3KaA |aKTyanbH MponyckHOM pexnm;
Hu#, celidos an
nomeLLeHum, ceid Oxpaia;
JonxHocTHan
MHCTPYKUMA
nons3oearena MCIMNOH;
MonoxeHuwe o CKY/;
Kpaa HocuTenei CpegHuii  |cpesHas |HW3Kas  |aKTyanbH |XpaHeHue B ceiide |lponyckHOM pexum;
i an
KNHYeBoK Oxpaka;
uHbopmaLmu
JonwHocTHaA
VIHCTPYKLMA

nonb3osatena UCMAOH;




mypHane y4eta
HOCUTeNel KAoYeBok
UHbOopMaLMu;
Kpaxa CPeAHWIA  |CpeaHsn |HW3Kaa |aKTyasbH |XpaHeHue B ceiipe |MponyckHOM pexum;
MHOWBUAYANbHbIX an
A 5 Ay OxpaHa;
yCTpoiicTs
naeHTMbuKaumum JomKHocTHan
WHCTPYKLMA
nonssoearena UCMAOH;
MypHan yyeTa
MHAUBUAYANbHbIX
YCTpOiicTB
MASHTUPUKALUMK;
Yrposbl, BO3HUKaIOLME NPU MCMIONIb30BaHUM CheMHBIX HOCUTENEH NepcoHaNbHbIX SaHHbIX
Kpaxa coemHbix CPeAHUA |CPeAHAA |HW3Kas |aKTyanbH |XpaHeHwe B ceiide |MponycKHOi pexum;
HocuTenei MNaH as
A OxpaHa;
JonmxHocTHaA
WHCTPYKLMA
none3osarena UCNJAH;
MypHan yyeTa
MaLUMHHbIX HOCUTENe
MHdOpMaLLUK;
MonoxkeHne o CKY;
Mcnonb3osaHue He CpeAHUA  |CPeaHAs |CpenHas |aKTyansH|KoHTposb goctyna |LonKHocTHan
YUTEHHbIX HoCUTeseit an K BHELLHUM WMHCTPYKLUMA
NAH ycTpoiicTBam AnmuHuctpatopa MNAH;
[onxHocTHan
UHCTRYKUMA
nons3sosarensa UCMNAOH;
YTpaTa cbemHbIX CPefHUi |CPefHAs |HM3KaA |aKTyasbH JonHocTHas
HocuTenei NAH an MHCTPYKUMA
nonssosarens ACMAOkK;
ypHan yyeta
MaLUMHHBIX HOCUTENe
MHpOpMaLMK;
Yrpo3bl BHeApeHWA NPOrpamMMHBbIX 3aKNaf0K
KomnbioTepHble CpefHUWA |cpeaHasa |HW3Kas aKTyaneH |Cpegctea WMHCTPYKLUMUA no
BMPYChI an AHTUBUPYCHOM OpraH13auum
3aLWMUTHI; aHTUBUPYCHOM 33LWMTHI B
UCNan;
KoHTpone A
LenoCTHOCTH
NpPOrpammHbIX
CPeacTB 3aluThl;
HecaHKUMOHWPOBaHH |cpeaHuit |cpeaHsas |HW3Kas |aKTyaibH PesepsuposaHue
an MogMUKaLMA UK an obpabatbiBaemoii
YHUUTOXEHKE MHpOpMaLMK;
3alMwaemoi
S Peructpaums




MHbopMaLmK Leicrani
nosb3oBarene;
HecaHKUMOHUPOBAHH |CpeaHuit |cpefHsas |HM3KaA |aKTyanbH |Perucrpauua
bl NnepeHoc as neyaTu
3aWMLLAE MO KOHOUACHUMANBHBI
MHPOpMaLMK Ha X LOKYMEHTOB;
TBEPAYH KONUIo
HecaHKUMOHMPOBaHH |CpeaHMiA  |CpeAHAA |HU3KaA |aKTyanbH |MoeHTudukauma u |JonwHocTHaA
bli1 OCTYN BHELUHUX an ayTeHTUOUKALMA; |MHCTPYKLMA
HapyLIMTENEN K MuHucTpaTopa MAOH;
egy cam MCMH Mcnonb3oBaHue An RETCPATIAH;
pecyp CMapT-KapT, MonoxeHue o CKYL;
3NEKTPOHHbIX
P MHCTPYKLMA no
33aMKOB M ApYrux
o opraHusauuu
HocuTenen "
aHTMBUPYCHOM 3aLUKTLI B
MHpOpMaLmK ana
o MCNAOH;
HafeXHoM
UAEHTUOUKALMK U
ayTeHTUdUKauMn
nonb3oBaTenen;
KoHTponb focTyna
K nHbopmaLuu,
XpaHsaLLeiica 8
NnaBM;
KoHTponb poctyna
K MHbopmaLmn,
XpaHawLeiica B B;
Pernctpauua
LelcTBIiA
nonL3osaTeneu;
3arpyska OCc cpefHuWiA  |HM3Kaa |manosep |He
BHELUHWX HocuTenek OATHO aKTyanbH
(CD, DVD, USB Flash, aa
BHeLWwHuiA USB -
BMHYECTEP U T. 4.)
HecaHKUMOHMPOBaHH |cpedHuid |HWM3Kaa |manosep |He
0€ OTK/IKYEHWE OATHO aKTyaNbH
CPeacTs 3aLuThl as
Yrpo3bl HeCaHKLMOHMPOBAHHOro AOCTYNa MO KaHanam CBA3W
MNepexsat CpefHuii  |HM3Kaa |HuM3Kaa |He
MHbOpMaLMK, aKTyanbH
nepenasaemoi no aA
JNIOKaNbHOM cetn
MNepexsat cpegHvin  |HM3Kaa |manosep |He
nHdopmaLmm, OATHO aKTyanbH
nepenasaemoii no as
ceTam
MEAYHapOAHOTO
obmeHa
CraHupoBaHue, CpeaHuit |cpefHAA |HWM3Kaa |aKTyanbH | MexceTesoe JonxkHocTHanA
HanpasfeHHoe Ha IKpaHWpoBaHue WHCTPYKUMA




BblABNEHKe Tuna OC, an (koHTpOAL Internet nonesosatens UCMNLAH;
OTKPbITbIX MOPTOB U Tpaduka);
CNY}KOB, OTKPBITLIX
coz MI’-IEHHF;IH p Cperam
A Ap- oBHapykeHus
BTOPXKEHMIA;
Mopbop naponeit cpeaHuii  |cpegHwuii CPEAHMIA | aKTyanbH | CUcTEMBI JonxHocTHas
Yepes JIOKasbHyo as obHapy»eHua MHCTPYKLMA
BLIYMCIUTENBHYIO CeThb BTOPMEHWIA; nonb3osartens NCMNAw;
opraHusauum unm
P 4 JomxHocTHas
cetu
MeXxayHapogHoro HETIYRUNA
MWHKWCTPaTopa MAH:
A AL, patopa MNAk;
HecaHKumMoHupoBaHH |cpeanuii CPeaHuil |cpeaHuii |akTyanbH | Mexcetesoe LomxHocTHas
blii JOCTYN Yepes cetu an 3KpaHuMpoBaHue UHCTPYKUMA
MeXAYHapoaHoro (KoHTpoAb Internet AamMuHNCcTpaTopa MNJH;
obmeHa Tpaduka);
Cuctemsl
oBHapyeHus
BTOPMEHMUIA;
Cuctembl aHanmsa
3aLMLLEHHOCTHY;
HecaHKUMOHUpOBaHH |cpeaHuii CPeAHWI | cpesHUit |akTyansH | MexceTesoe HomxHocTHas
bl 4OCTYN Yepes an 3KpaHUpoBaHue WHCTPYKUMA
NIOKaNbHYO (koHTponb Internet AaMuHMcTpaTopa M/k;
BbIYMC/IUTENBHYIO CeTb Tpaduka);
OopraHusaumu
P 4 Cucremb!
0bHapy*eHus
BTOPMEHUIA;
Cuctembl aHanuza
3aLMLLEHHOCTH;
HecaHKUMOHNUPOBaHH |cpeanuii |Huakas HU3Kas |He
bIl YA2aneHHbI 3anyck aKTyanbH
NPUNOXKEHMN’ as
MogmeHa CPeAHUIn  |cpeaHuit |cpeaHuii aKTyanbH [CucTembl HonxHocTHas
AoBepeHHOro obbeKkTa an o6HapyeHus WUHCTPYKUMA
cetu BTOPMKEHMUI; nons3sosartens UCMAK;
BHegpeHue noxHoro CPeaHuit  cpeammii |cpegHuii aKTyanbH | Cuctemsi LonxkHocTHas
obbekTa as 06HapyxeHus MHCTPYKUMA
BTOPXKEHUIA; nons3sosarens UCMak;
HaBasbiBaHue CPeAHWIA |HW3Kas |Hu3Kas |He
NOXHOTO MapLupyTa aKTyanbH
as
Yrposbl HenpegHamepeHHbIX AACTBIIA BHYTPEHHMX Hapywwureneii
HenpenHamepennas CPeaHuid  |Hu3Kas manoeep |He Pesepsuposanue
MoAnbUKaLma uau OATHO aKTyansH [0bpabathisaemoii
YHUYTOXEHWE an nHbopmaLmu;
uHdopmaumm
COTPYAHMKamu,




OONYLWEHHbIMU K ee

obpaboTke

HenpenHamepeHHoe |cpeaHwi |HuM3Kas |manosep |He

OTKNHOUYEHME CPeacTB OATHO aKTyaNbH

3aLUMUTHI an

YTpata Kaoyeii ot cpegHuwit  |HM3Kas |HM3Kaa |He JonxHoCTHan

nomelLeHuit, celidos aKTyanLH WMHCTPYKLMA

an none3osatens UCMNAH;

YTpaTa HocuTeNel cpesHMiA  |HM3Kas |HM3Kaa |He [onmxHocTHanA

K/H04eBoi aKTyasnbH WHCTPYKUMA

nHpOopMaLUK as nonv3osatensa UCMNAH;
MWypHan yuyeta
HocUTenei KNYesom
nHbOpPMaLUHK;

Ytpara cpedHuii  |HM3KaAa |Hu3Kaa |He

UHAUBUAYANbHBIX aKTyanbH

yCcTpoicTs an

MAEHTMOUKAUMM

Vrpo3bl HeAeKNapUPOBaHHbIX (HEAOKYMEHTMPOBAHHbIX) BO3MOXKHOCTEN

Yrposbl, CBA3aHHbIE C |CPeAHMIA |HWM3Kaa |Hu3KkaAa |He YcTaHoBKa

Ha/suumem aKTyanbH | cepTMduumMpoBaHH

HeJeKnapupoBaHHbIX an bIX CpencTs

(HeOKyMeHTUPOBaHH 3awmTel M NO

biX) BO3MOMKHOCTEN B

cuctemHom MO,

UCro/b3yeMoM B

MCNAaHx;

Yrposbl, CBA3aHHbIE C |CPEAHMIA  |cpeaHuil cpegHuii | aKkTyanbH |YcTaHoBKa

HanuuMem as cepTMdULMpPOBaHH

HeaeKk1apupoBaHHbIX bIX CPEACTB

BO3MOXHOCTEN B 3almThl U MO

npuxnagHom Mo,

MCMNOAb3YyeMOM B

ncnasx;

¥Yrposbl, He cpegHuin  |HM3Kaa |Hu3Kaa |He YcTaHoBKa

cBA3aHHble C aKTyanbH | cepTuduLmMpoBaHH

Hanuymem an bIX CPeACTB

HEeOEeK1apMpoBaHHbIX 3awmTsl U MO

BO3MOXHOCTEN B

nporpamMmmHom

obecneyeHuy,

UCMONb3YEMOM B

WNCNAH

Yrpo3bl HEaTPONOreHHOro XapaKrepa

Cboit cuctembl CpeaHuii  |CpeaHsn |HWU3KaA  |aKTyasbH | MCTOUHMKY

aneKTpocHabkeHus an 6ecnepeboiiHoro
MWTaHKUA,;
PesepBupoBaHue

o6pabaTbiBaeMoit




uHpopMaLuK;

CruxuiiHoe 6eacTeue |cpegHuii  |cpegHAA |HW3Kas | aKTyanbH MNoapHan
as CUTHaNU3aLUs;

3AK/NTHOYEHUE

1. AKTyanbHbiMmu yrposamu 6esonacHoctu MOH 8 UCMH Nel aensiotea:
- Yrposb! OT AENCTBUI BPeJOHOCHBIX Nporpamm (BUpYcoB);

- Yrpo3bl yTpaTsl Kntouel 1 aTpubyTos aocTyna;

- AoCTyn K MHPOPMAuuM, KONMUPOBaHME, MOAMPMKALMA, YHWUHTOKEHUE AULaMK, He
AONYLIEHHbIMM K ee 06paboTke

- Pasrnawenue WMHGOPMaLMKM, KONMPOBaHWE, MOAUGUKALMA, YHUUTOMEHMEe PaBoTHMKamu,
AonylleHHbIMK K ee obpaboTke

- Yrpo3bl BblIABNEHUA Naposieil No ceTu;
- YrpO3bl BHEAPEHUA MO CETU BPELOHOCHbIX NPOrpamm;

- YTPO3bl, CBA3aHHble C HanuuMem HeAeKNapuMpoBaHHbIX BO3MOMHOCTEN B npuknagHom M0,
ucrnonbsyemom 8 UCMAOH.

2. Heobx041MO BbINO/MHEHUE CeayOWMX TpeBoBaHUIA:

- OpraHusaumsa pexuma obecrieyeHua 6e30MaCHOCTU NMOMELLEHUI, B KOTOPbIX pasmelleHa
UCNAH Nel, npenAaTCTBYIOLLErO BO3MOMKHOCTM HEKOHTPONIMPYEMOrO NPOHWUKHOBEHUA WM
npebbiBaHuA B 3TUX NOMELLEHUAX /UL, HE UMEIOLLYMX NpaBa AOCTYNa B 3TU NMOMELLEHUS;

- obecneyeHmne COXPaHHOCTU HOCUTENel ePCOHAMbHBIX AaHHBIX;

- YTBepxKaeHve aupektopom Ob6uiectsa AOKYMEHTa, ONPeaensalollero nepeyeHs auL, [0CTyn
KOTOPBbIX K MNepcoHanbHbIM AaHHbIM, obpabaTbisaembim B UCMAH Nel, Heobxogum pans
BbINONHEHUA UMK TPYA0BbIX 06A3aHHOCTEN;

- UCMONb30BaHMe  CPeACTB 3aluMTbl  MHPOPMaLMM, NPOLWEAWMUX NPOLEAYPY OLEHKM
cooTBeTCTBMA  TpeboBaHMAM 3aKOHOAATeNbCTBA  Poccuiickoii  ®depepaumm B obnacty
obecneyeHus 6e30nacHOCTM MHPOPMaLUKM, B CAyyae, KOrAa NPUMEHEHME TaKux CpeacTs
HeobxoAMMO ANA HeUTPaNN3aLMN aKTya bHbIX YIPO3;

- Ppeanusauua naposibHOM MOJMIUTUKKM, YCTAHABAMBAIOWAA 06A3aTeNbHYI0 C/OMHOCTL W
NepUoANYHOCTb CMEHbI Napons;

- METoAbl U CpeAcTBa ayTeHTMdMKaLMM Mosb3oBaTeneil Ha ocHose usb-kniodei, maponeil u
NOrMHOB JOCTyna

- TexHuyecku obecneunTb 06A3aTeNbHYIO PErvCTPaLMIO M yYeT BCex AeNCTBMiA, KOTOpbie
Mo/1b30BaTE/IM COBEPLUAIOT C MePCOHaNbHbIMU AaHHbiMU B UCTMOH Nel



- MepOMnpPUATUA MO KOHTPOIO AOCTYNa B KOHTPOAUPYEMYHO 30HY /UL, HE MMEIOLLMX AOCTYNa K
obpabotke MNAH

- PErynspHbIi MHCTPYKTaX No/b30BaTeNel 0 Mepax NpeaoTBPaLLEHNA BUPYCHOTO 3apaxeHus

- OpraHu3aumus NOCTOAHHOrO KOHTPO/IA Haj, BbINOJIHEHMEM MO/Ib30BATENAMU MHCTPYKLUMIA No
obecneyeHuio 3awmTsl NH, NONOXKEHW NAPONLHOI MOMUTUKK, U 33 UX AEWCTBUAMM B CAyYaAX
yTpaThl UM KOMNPOMETALUN Naponei

- NOANMCaHUE NO/b30BATENAMM AOKYMEHTA O HepasrnaweHuu MNOH.
3. CocraB u cogepxaHue mep no obecnedvenunto 6esonacHoctu MAH 8 UCNOH Nel

B cooTtBetcTBUU C TpeboBaHuamu lMpurkasza GPCTIK Poccum ot 18 despans 2013 r. Ne 21 «06
yTBepxaeHun Coctasa u copep’KaHua OpraHM3aLMOHHbIX U TEXHUYECKUX mep no obecnevyeHuio
6e30MacHOCTM  MEepPCOHaNbHbIX  AaHHbIX nNpu  ux obpabotke B MHPOPMALMOHHBIX
cucTemMax NepcoHanbHbiX gaHHbix» Obwectey Heobxogumo obecneunts 6a30Bblit cocTas mep
no obecneyeHutio 3 YpPOBHA 33LUMLLEHHOCTM MNEPCOHaNbHbIX AaHHbix B MCMAH Nel,
npuBeAeHHbI B Tabnuue No6.

Ta6auua Ne6

VcnosHoe o6osHaueHune 1 ConepiKaHue mep no obecneyeHuio 6e30MacHOCTH NEPCOHANBHBIX AaHHBIX
5
HOMep Mepbi

I. UaeHTMdUKaLKA U ayTeHTMdMKaLMA cy6beKToB JocTyna u o6bekTos gocryna (MAD)

MASD.1 UaeHTnduKaLma u ayTeHTUdMKaLUA NoNb30BaTENEH, ABAAOWMXCA paBoTHMKAMM
oneparopa
MAD.2 NaeHTUdMKaUMA 1 ayTEHTUOUKALMA YCTPOICTB, B TOM YUC/E CTaLMOHAPHLIX,

MOBUABHBIX ¥ NMOPTATUBHbBIX

MAD. 3 YnpasneHve ngeHtMduxkatopamu, B TOM YMCNe co3faHue, NPUcBoeHe,
YHUUTOMXEHWE NAeHTUPUKATOPOB

NAD.4 YnpaeneHue cpeacTsamu ayTeHTMdUKaLmm, B TOM YMCNe XpaHeHue, Bblaaya,
MHUUManu3auua, 6AOKMpoBaHMe cpeacTs ayTeHTUGUKALMK M MPUHATUE MEp B
cnyyae yTpathl 1 (MAK) KOMNPOMETALUMM CPeACTB ayTEHTUDUKALIMK

HAD.5 3alwwmTa 06paTHOM CBA3M NpU BBOAE ayTeHTUPUKALMOHHOK MHPOopMaLLMK

NAD.6 UpoeHTnduKauma n ayTeHTUdUKaLMA NoNb30BaTENEH, He ABNAOLLMXCA
paboTHMKamu onepatopa (BHelWHUX nonb3oBaTenei)

Il. YnpaeneHue gocrynom cybbekToB goctyna K o6bekram goctyna (YN4)

yna.i YrnpasneHue (3aBegeHue, akTueaumua, 6NOKMPOBAHUE U YHUUTOMEHUE)
YYETHBIMM 3aNUCAMM NONBL3OBATENER, B TOM UMCNE BHELIHMX NOAb30BaTeNei

yna.2 Peanuzauma HeobXoAUMbIX METOAOB (AMCKPELMOHHbIW, MaHAATHbIW, poneBoi
WM UHOW MeTOof), TUNOB (YTeHKe, 3aMnCh, BLIMOMHEHUE MW UHOW TUM) U NPaBUA
pa3rpaHuyeHua SoCTyna

? Homep mepbl npuBeseH B cooTseTcTBuu ¢ Mpukasom CT3K Ne21
& Hymepauua cogepKaHua Mep npuseseHa B cooTseTCT8MHM ¢ Mpukasom PCTIK Ne21



yna. 3

Ynpasnenue (unsTpaums, mapwpytusaums, KOHTPOb COeMHEHMIA,
OAHOHanpas/ieHHanA nepegaya U UHbIe cnocobbi ynpasnexus)
MHPOPMALMOHHBIMM NOTOKaMU MEXAY YCTPOMCTBAMU, CerMeHTamu
MHPOPMALMOHHOI CUCTEMBI, 3 TaKKe MeXAY MHGOPMALMOHHLIMU CUCTEMAMU

yna.4

PaspeneHue nonHomouuii (poneii) nonb3osarenei, aAMUHUCTPATOPOB U nuu,
obecneuunsaowmx PYHKLMOHMPOBaHUE MHPOPMALMOHHOM CUCTEMBI

yna.s

HasHaueHue MMHMManbHO HeobXoanMbIX Npas 1 NpUBMAEruii nonb3osarenam,
aAMUHUCTPATOPam U iMuam, obecneunsaiowmm GYHKLUMOHMpOBaHME
MHGOPMAaLMOHHOI cUCTEMBI

yna.6

OrpaHuyeHue HeycnewHbIX NoNbITOK BX0A2 8 MHPOPMALMOHHYIO CUCTEMyY
(mocryna k uHdopmaumoHHoIi cucreme)

yNnga.10

BrokupoBaHume cearca goctyna B MHGOPMaALMOHHYIO cucTeMy nocne
YCTAHOB/AEHHOTo BpeMeHu 6esaeiicTana (HeakTMBHOCTI) NONb30BaTENA MM MO
€ro 3anpocy

yna.11

PaspelueHue (3anpet) gelicteuii nonb3osaTteneil, paspeLueHHbIxX 40
MABHTUOUKALMU U ayTeHTUPUKALMM

yra.13

Peanusauua sawmwexHoro yaaneHHoro A0CTYNa Cy6beKTOB A0CTYNa K 06beKTam
AOCTYNa Yepes BHelHUe MHOOPMaLMOHHO-TEIEKOMMYHUKALMOHHbIE CeTy

ynj.14

PernameHTauma U KOHTPOIb MCMONBL30BAHMS B MHGOPMaLMOHHOI cucTeme
TexHonoruii GecnposoaHoro goctyna

yng.1s

Pernamentauma u KoHTpoAb MCNONB30BAHNA B MHPOPMaLIMOHHOM cUCTeMe
MOBWALHBIX TEXHUYECKMX CpescTs

yna.i6

YnpasneHue BzaumopgeiicTenem ¢ MHGOPMALMOHHBIMM CUCTEMAMU CTOPOHHMX
OpraH1saumii (BHeWwH1e MHGOPMALMOHHbIE CUCTEMBI)

IV. 3awmra MawmnHHBIX
HocuTeNell NnepcoHanbHbIX
A3HHbIX (3HWN)

3HW.8

YHUUTONKEHME (CTUPaHue) unu o6esnnyuBanme NepCoHaNbHbIX AaHHBIX Ha
MALIMHHBIX HOCUTENAX MPU UX Nepefaye Mexay NoNb30BATENAMM, B CTOPOHHME
OpraHusaunu 418 PEMOHTA WM YTUAKM3ALMM, a TakKe KOHTPO/b YHUUTOMKEHUS
(cTMpanua) unn o6esanunsanus

V. Perucrpauus cobbituii
6esonacHoctu (PCB)

PCB.1 Onpegenenne cobbituii BesonacHocTy, noAJiexallyx perucTpaumm, U CpoKoB ux
XpaHeHus

PCE.2 Onpegenenue coctasa u cogepanus MHbOPMALMK 0 cOBbITUAX 6esonacHocty,
noanexalumx peructpauum

PCE. 3 C6op, 3anunce 1 xpaHeHue MHPOPMaLMK O cobbITUAX GesonacHocTy B TeyeHue
YCTaHOB/IEHHOIO BpeMeHM XpaHeH!s

PCB. 7 3awmTa UHGOPMALUK O COBLITUAX 6esonacHocTy

VI. AnTuBMpyCHas 3awura (AB3)

AB3.1

Peanusauna aHtusupycHoii sawmTsl




AB3.2

OB6HOoBNEHME Ba3bl AaHHbLIX NTPUIHAKOB BPEAOHOCHBIX KOMMbIOTEPHbIX NPOrpamm
(Bupycog)

VIil. KoHTtponb (aHanus) 3a1yMuyeHHOCTM NepcoHabHbIX AaHHbIX (AH3)

AH3.1 BbifBJEHME, aHa/IU3 YA3BMMOCTEH MHPOPMaLMOHHOI cMcTembl U ONepaTHBHOE
yCTpaHeHMe BHOBb BbIfBAEHHbIX YA3BMMOCTE#H

AH3.2 KoHTpo/ib yCTaHOBKM 06HOBAEHMIA NpOrpammHoro obecneyeHuns, Brao4an
0BHOBNEHWE NPOrpaMMHOro obecrneyeHna CPeACTs 3almThl MHGopMauum

AH3.3 KoHTponb pabotocnocobHocTH, napameTpos HaCTPOMKK W NPaBUILHOCTH
GYHKLMOHMPOBAHUA NporpammHoro obecrneyeHus v CpeACTs 3allnTbl
MHpOpMaLK

AH3.4 KOHTPO/Ib COCTaBa TEXHUUYECKNX CPEACTB, NPOrpaMmmMHoro obecneyeHus u

CPeACTB 3alMThbl MHDOPMaUWK

X1. 3awuTa cpepbl BupTyanuzauum (3CB)

3CB.1 WaeHTMdUKauma 1 ayTeHTMdMKaLMA cybbekTos goctyna u o6bekTos gocTyna B
BUPTYa/bHOW MHOPACTPYKTYPE, B TOM YMCIE 34MUHUCTPATOPOB YNPaBaeHus
cpeacTeamu BUpTyanmsauuu

3CB.2 YnpagneHue 40oCTynom cy6bekToB 4OCTyna K o6beKTam AOCTyna B BUPTyanbHOM!
MHPPACTPYKTYPE, B TOM YMCAE BHYTPU BUPTYaNbHbIX MalMH

3CB.3 Pervcrpauma cobbiTuii 6e30nacHOCTM B BUPTYanbHON MHbpaCTPyKTYpe

3CB.9 Peanu3alma W yrpasieHue aHTMBMPYCHOM 3aLLMTON B BUPTYa/IbHOM
NHPPACTPYKTYpe

3CB.10 PasbueHune BUPTYasbHOW MHPPACTPYKTYPbl Ha CErMEHTDI (cermeHTUpoBaHMe

BUPTYaNbHOW MHGPACTPYKTYPBI) AnA 06paboTY NEPCOHANbHBIX AaHHbIX
OTAENbHBIM NONL30BATENEM M (MAW) rpynnoi nonb3osaTenei

Xil. 3awmTa TeXHUYECKUX CpeacT!

B (3TC)

3TC.3

KoHTponb v yrpasneHue GUaMyeckm AOCTYNOM K TEXHUHECKUM CPeACTBaMm,
cpeAcTsam 3almThl MHGOPMaLMK, cpeacTeam obecneyequs
(GYHKUMOHMPOBAaHUA, @ TaKXKE B MOMELLEHUA M COOPYHEHUA, B KOTOPbIX OHU
YCTaHOBMEHbI, UCKMIOHAIOLLME HECAHKLMOHMPOBaHHBIA GU3NYeckunii 40CTYN K
cpeacteam 06paboTKM UHGOPMaLMK, CPEACTBaM 3aLLUTLI MHbopMaLMK U
cpeactsam obecnevyeHus GYHKLMOHMPOBaHUA MHOOPMaLMOHHOM CMCTEMBI, B
NOMELLEHNA U COOPYIKEHMSA, B KOTOPbIX OHW YCTAHOB/EHbI

3TC.4

Pa3melLieHue ycTpoiicTs BbiBOAA (0ToBpaxeHus) nHGopMaLLMK, UCKNloYaloLLee
ee HeCaHKLMOHUPOBAHHbIM NPOCMOTP

Xlil. 3awmra nHpopMaLMOHHOA CUCTEMbI, €8 CPe/CTB, CUCTEM CBA3YW U Nepefaqi AaHHbIX (3Uc)

3UC.3 ObecneyeHue 3aWmThl NepCoOHaNbHbIX AaHHbIX OT PACKPLITHA, MoauduKaumum 1
Haga3sbiBaHWA (BBOAA NOXHOM MHPOPMALIMK) NpK ee nepeaade (MoAroToske K
nepesaye) No KaHanam CBA3M, MMEIOLLYM BbIXOJ, 33 NPeAebl KOHTpOIMpYEeMOi
30HbI, B TOM YMc/1e HecnpoBOAHbIM KaHanam CBA3X

3M1C.20 3awmTa 6ecnpoBOLHbLIX COEAUHEHUNA, MPUMEHAEMBbIX B MHOOPMALLUOHHOW

cucTteme

XV. YnpasneHue KoHGUrypaumeii MHGOPMaLMOHHO CUCTEMBI M CUCTEMBbI 33L4MUTBI NEPCOHANIBHBIX AAHHBIX




(YK®)

YK®.1 Onpepenenne nuy, KOTOPbIM paspelleHbl 4eiCTBUA N0 BHECEHUIO M3MEHEHMI B
KOHQUIYpaumio MHHOPMaLMOHHOM CUCTEMDI 1 CUCTEMBI 33LWTbLI NEPCOHANBHBIX
[aHHbIX

YK®.2 YNpasneHune nsmeHeHUAMN KOHPUTypaLmu MHbOPMALMOHHOMN c1ucTeMbl U
CMCTeMbI 3aLLMTbI NEPCOHANMbHBIX AaHHbIX

YK$.3 AHanu3 noTeHUManbHOro Bo3aelicTEMA NNaHUpyembIX U3MEHEHUN B
KOHOUIypaLmm MHOOPMALMOHHOMN CUCTEMBI 1 CUCTEMBI 33LUMTbl NEPCOHANBHbIX
AaHHbIX Ha obecneyeHue 3aLWmTbl NePCOHaNbHbIX AaHHBIX U cornacosaHue
U3MEHEHUIA B KOHGUIypaLMK MHPOPMALMOHHOM CUCTEMD C LO/KHOCTHBIM
Anuom (paboTHUKOM), OTBETCTBEHHbLIM 33 obecneyeHne 6esonacHocTu
NepcoHanbHbIX AaHHbIX

YK$.4 flokymeHTUpoBaHUe uHdopmaLmu (aaHHbIX) 06 M3MeHeHuax B KOH@Urypaumu

L MHGOPMaLIMOHHOI CUCTEMBI U CUCTEMBI 3aLUMTbI NEPCOHANLHBIX JaHHbIX
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